DATA SHEET

LOOKINGGLASS

THIRD PARTY RISK MONITORING™

Protect Your Organization from Vendor Data Breaches

Managing your organization’s security posture is difficult without adding the complexity of third party vendors. Each third
party opens the door for potential risk to your organization. As the list of vendors grows, exposure increases.

The LookingGlass Third Party Risk solution is a managed service providing continuous monitoring with your organization in
the driver seat. As your vendor lists expands, we footprint your third party’s network to assess your organization’s cyber
hygiene and alert your security team of any potential risks. With our dashboard, an analyst can view and mitigate risks,
reducing the time to action from 191 days' to a few, decisive moments. Open ports, misconfigured or expired certs, and
vulnerabilities intelligence ensures your organization has a watchful eye on emerging threats.

With built-in reporting, users can properly collect and report metrics to organizational leaders, promoting visibility across
the organization’s security posture.
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Unstructured Data:

* Compromised account credentials
* Reported breach of your vendor
* Vulnerabilities found /announced in Compromised -
y Credentials
your vendor’s products
* Suspicious domain registrations &

spear phishing exposure Suspicious
Domain Registrations

1 https://info.resilientsystems.com /hubfs/IBM_Resilient_Branded_Content/White_Papers/2017_Global_CODB_Report_Final.pdf
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THIRD PARTY RISK MONITORING

Flexible Delivery Options
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Receive information from all corners

Surface, Deep, and

Dark Data .
comprehensive product

Human-Vettin
9 unvetted notifications

Automatically monitor for inferred

Port, Vulnerabilities, and
Certification Information
certificates

Receive immediate notifications at time of
discovery and continuously monitor all the Q

Near real-time alerting
items mentioned above

Baseline Attack Surface
Report™

Threat Indicator Confidence™ Customizable scoring providing flexibility
on what should /shouldn’t trigger an alert

(TIC) Score

Service Manager )
service manager and ask

APl Capabilities . L
your security organization

of the Internet in a consumable and Q

Reduce false positives created by Q
vulnerabilities, potentially open ports, 0

and expired and/or misconfigured

Historical look to establish a baseline of 0
where your current gaps in security lie

Have a question? Reach out to your Q

Export data to consume elsewhere across
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ABOUT LOOKINGGLASS
CYBER SOLUTIONS

LookingGlass Cyber Solutions delivers unified threat protection
against sophisticated cyber attacks to global enterprises and
government agencies by operationalizing threat intelligence across
its end-to-end portfolio. Scalable threat intelligence platforms and
network-based threat response products consume our machine-
readable data feeds to provide comprehensive threat-driven

security. Augmenting the solutions portfolio is a worldwide team

of security analysts who continuously enrich our data feeds and
provide customers unprecedented understanding and response
capability into cyber, physical, and third party risks. Prioritized,
relevant, and timely insights enable customers to take action on
threat intelligence across the different stages of the attack life

cycle. Learn more at https://www.lookingglasscyber.com/.

Know More. Risk Less.
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