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SCOUTPRIME™
The Platform for More Intelligent Security Management

ScoutPrime is the command center for your security
operation. The platform centralizes the collection and
normalization of structured and unstructured data,
including 87 out-of-the-box feeds, as well as other
commercial data feeds you may have purchased.
It identifies the highest priority threats to your organization
with the LookingGlass patented Threat Indicator
Confidence™ (TIC) scoring – this is then tuned based on
your risk tolerance profile. Your analysts can communicate
incidents, collaborate with other analysts, or create a ticket
with the incident management system.
Export threat intelligence in a variety of formats, via an
API that allows for tailored data sets, or a third party
system integration via custom scripts to orchestrate active
defense via your security appliances. ScoutPrime is
integral to achieving your cybersecurity mission.

Establish Your Risk Tolerance
Organizations establish risk based on the premise of what
they are and aren’t willing to accept. Their risk tolerance
has to respond to uncontrollable events. ScoutPrime
understands the constant battle an organization faces and
allows for configuration to the TIC score. The TIC score is
calculated based on the level of trust LookingGlass has
on a specific threat, and is modifiable to your comfort
level. ScoutPrime easily aligns with an organization’s risk
tolerance, ensuring it remains flexible for needed tolerance
adjustments to daily threats.
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Make it Matter
Having the entire Internet available at your fingertips
makes it difficult to manage incidents. All the pertinent
tiny pieces of information can easily be lost and can open
an organization to vulnerabilities. ScoutPrime delivers
insight on threat intelligence that is relevant to you by
categorizing and organizing network elements into a
repository called Collections. ScoutPrime’s Collections
establish a perimeter around your network and enhances
your awareness to any unwelcome malware, viruses, or C2
commands.

Augment Your Security Posture
Security operations should never have to rip and replace
their systems when introducing a new system to their
security infrastructure. ScoutPrime is designed to integrate
with current systems, with low friction setup, to immediately
get up and running. Protecting your organization is
already difficult, why should you make setting up its
protection difficult too?
Visualize your network elements for actionable
insight into mitigating threats to your organization
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SCOUTPRIME

FEATURES

BENEFITS
•

Incident Management

your organization
•

Workspace customization provides environments for repeatable analysis or investigation

•

Find relevant intelligence faster and reduce “alert fatigue” by ranking threats based on factors

Threat Indicator Confidence (TIC) Scoring

Investigation Tools

Easily collaborate and share threat data and analysis with team members or other groups within

such as an organization’s environment, threat landscape, and security posture
•

Proprietary to LookingGlass and only available in ScoutPrime

•

Analyst can access tools like Shodan, pDNS, WhoIS and Reverse WhoIs, and geolocation
information within the platform, assisting in their day-to-day tasks

•
Aggregated Threat Data

Access to the largest collection of threat intelligence data gleaned from a wide variety of sources,
including LookingGlass proprietary intelligence and LookingGlass machine-readable threat
intelligence

Automatic Notifications
Graph Explorer

•

Learn about relevant incidents faster by receiving alert trigger notifications based on any
expression used in the advanced search system

•

Faster visualization of relationships between network entities and threat intelligence

•

Rapidly pivot to related elements based on ASNs, CIDRs, FQDNs, IPs, and observables

STIX and TAXII 2.0 Support

•

Rapidly discover new and emerging cyber threats with industry threat intelligence sharing

Extensible API

•

RESTful API to easily integrate with other security analytics tools

Nested Collections

•

Granular analysis on the network

•

Understand threats from a higher level. Map threats back to the CIDR or network blocks to which
they are associated
Expanded element model includes ASNs, FQDNs, Owners, IP addresses, and Malware Hashes

Inherited Threats
•

ABOUT LOOKINGGLASS
CYBER SOLUTIONS
LookingGlass Cyber Solutions delivers unified threat protection
against sophisticated cyber attacks to global enterprises and
government agencies by operationalizing threat intelligence across
its end-to-end portfolio. Scalable threat intelligence platforms and
network-based threat response products consume our machinereadable data feeds to provide comprehensive threat-driven
security. Augmenting the solutions portfolio is a worldwide team
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of security analysts who continuously enrich our data feeds and
provide customers unprecedented understanding and response
capability into cyber, physical, and third party risks. Prioritized,
relevant, and timely insights enable customers to take action on
threat intelligence across the different stages of the attack life
cycle. Learn more at https://www.lookingglasscyber.com/.

Know More. Risk Less.
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