DATA SHEET
SCOUTSHIELD : THREAT INTELLIGENCE GATEWAY

SCOUT VISION QRADAR INTEGRATION
™

Give Your SIEM Data Context

INTEGRATING SCOUTVISION™ WITH QRADAR

Integrating QRadar with the ScoutVision threat intelligence
platform allows organizations to centralize and mobilize
security operations in one place. ScoutVision highlights and
provides context of known and unknown threats, increasing
overall awareness of possible threats and their impacts
on the organization. Remediation of an attack, however,
doesn’t stop there.
With ScoutVision comes access to LookingGlass threat
intelligence data that covers a broad set of internet
intelligence, providing a layer of protection unmatched
in the industry that gives threat analysts the context to
mitigate threats in a timely manner throughout the cyber
threat lifecycle. ScoutVision’s nearly 100 threat intelligence
data feeds, in conjunction with QRadar integration,
provide situational awareness and the best data for
corrective course.

LookingGlass ScoutVision is a threat intelligence platform
designed for security analysts hunting specific threats. With
ScoutVision, analysts can deliver both strategic and tactical
guidance to their stakeholders, as the platform delivers
only the most relevant and timely information customized
to the organization’s environment.
The ScoutVision cyber threat map provides real-time
representation of the Internet’s infrastructure, connectivity,
and asset ownership, combined with threat observations.
The map immediately contextualizes data, enabling
analysts to see how threats outside of an organization’s
networks relate to their own assets.

QRadar users incorporate the
power of ScoutVision directly into
their SIEM infrastructure leveraging
the rules and processes that are
part of their existing workflow, as
well as receiving critical context to
surrounding threats.
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QRADAR INTEGRATION

This LookingGlass integrated solution allows QRadar users to incorporate the power of ScoutVision directly into their SIEM infrastructure
leveraging the rules and processes that are part of their existing workflow, as well as receiving critical context to surrounding threats.

FEATURES

BENEFITS

Integrated Threat Intelligence

•

Allows for analysis of ScoutVision network elements directly inside SIEM

•

Centralizes security operations within one system

•

Threat intelligence correlation between actionable intelligence provided by LookingGlass and SIEM
customer specific log and event data

•

Increase in analyst productivity

High-Quality Data Feeds

•

ScoutVision integration provides access to LookingGlass high-quality threat intelligence feeds that are
continuously refined, updated, and vetted by expert security analysts and machine-learning algorithms

Plug and Play

•

The ScoutVsion platform is quick and easy to install and integrate out-of-the-box

ABOUT LOOKINGGLASS
CYBER SOLUTIONS
LookingGlass Cyber Solutions delivers unified threat protection
against sophisticated cyber attacks to global enterprises and
government agencies by operationalizing threat intelligence across
its end-to-end portfolio. Scalable threat intelligence platforms and
network-based threat response products consume our machinereadable data feeds to provide comprehensive threat-driven
security. Augmenting the solutions portfolio is a worldwide team
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of security analysts who continuously enrich our data feeds and
provide customers unprecedented understanding and response
capability into cyber, physical, and third party risks. Prioritized,
relevant, and timely insights enable customers to take action on
threat intelligence across the different stages of the attack life
cycle. Learn more at https://www.lookingglasscyber.com/.

Know More. Risk Less.
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